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Delving Into Multiple DNS Roots

Karl Auerbach, Cisco Systems, ICANN At-large Board member for North America,
founder of several technology start-ups and expert in SNMP and network management.

Note: This is a small part of what will eventually become a much more detailed paper

I'd like to use this e-mail to discuss some of the technical aspects I've uncovered with
respect to multiple root systems for the domain name system.

As some of you may know, on some of the nets | operate I've been running a long term
(more than three year) experiment to see, first hand, what things might happen if one
uses other root systems or runs their own root. These are admittedly small tests of
limited scope but | believe that they are representative of the experience others would
have should they subscribe to any of the various tiny root systems that have appeared
on the net. Since | tend to interact with my systems from both within and without I've
had the ability to perceive how a non-legacy root environment behaves when observed
by those who use the dominant root.

Some Background

We are going to have multiple roots whether we want them or not — any kid with a Linux
box can set up a DNS root. So it is important that DNS be robust and not disintegrate
and collapse should some group of folks set up their own DNS playground. Fortunately,
DNS is pretty solid and largely immune.

But largely immune is not totally immune. DNS can suffer data contamination. Because
DNS implementations try to optimize their behavior by caching ancillary data there have
been situations in which intentionally false information was introduced. DNS
implementations have been hardened against these kinds of problems. It is worthwhile
to note, however, that this problem was one that happens even without there being
multiple DNS root.

But, as we will see later in this document, it is this data caching that is the source of one
of the issues that can arise when there are multiple DNS roots.

There are several forces that are driving people to consider establishing DNS roots.

Three Cases

There appear to be three distinct cases to describe the events that transpire when users
of the Internet use different DNS roots.

In order to simplify things let me adopt some simple terminology: “Root-D” stands for the
dominant (NTIA controlled) DNS root — this is the one that serves the vast majority of
Internet users. “Root-X" stands for any of the other root systems.

The three cases seem to be:
A. Root-D and Root-X have identical contents.

B. Root-X has more top-level domains than does Root-D but for those TLDs in
common, the contents are identical.



C. Root-X and Root-D contain at least one top-level domain with the same name but
with different contents.

Most people consider Case-A to be essentially a mirroring situation and reasonably
benign.

Case B represents the situation that obtains today between the NTIA controlled root and
the other root systems. There are clearly some technical issues that arise however |
believe that these may be limited to the adoption of some simple procedures. | will get
to these and moment. Case B contains the most often mentioned issue with regard to
multiple root systems: the fact that the name on the Internet may or may not work as
expected depending on which root system the user trying to use the name subscribes to.
This will be discussed in more detail later.

Case C represents a situation that may readily occur but which most people consider
pathological. The real issue here is not a technical one. Rather the question is what are
the most effective means to either prevent the situation from arising at all or to create
pressures that work so that these situations tend to occur only in somewhat private
backwater areas of the net.

There is a related situation that is created by the existence of devices that violate end-to-
end principles, most particularly web caches and “content management” devices. This
situation is distinct from multiple DNS roots but it does contain one of the most oft
complained-of aspects of multiple roots — the fact that a name may not have the same
meaning everywhere. These devices often intercept user accesses to the World Wide
Web. This is often to improve efficiency or improve response time. However it is also
done to create tailored responses — sometimes based on geography, sometimes on
based on personal characteristics of the person making the request.

Some Thoughts On The Notion of Universality of Names

There is no denying that the net would be made less convenient if DNS names were not
uniquely and identically meaningful no matter where or by whom they are uttered.

Even without the presence of multiple roots, DNS names are already potentially
ambiguous. Among the sources of such ambiguity are the following:

* Content management mechanisms, web caches, redirectors
» MXvs Arecords
» Personalized services

We need to distinguish between two cases:

* A given name may have meaning to some set of users and no meaning (i.e. it is
not resolvable via DNS) to some other set of users.

» A given name has different meanings to different sets of users.



Competition in the Root Zone: A Basic Economic
Analysis

A selection from Ruling the Root (forthcoming, MIT Press), Chapter 3.
Dr. Milton Mueller

What is the DNS Root?

Theterm “DNSroot” refersto two distinct things: the root zone file and the root name
servers. Theroot zonefileisalist of top-level domain name assignments, with pointers
to primary and secondary name servers for each top-level domain. The root server
system, on the other hand, is the operational means of distributing the information
contained in the root zone file in response to resolution queries from other name servers
on the Internet. Currently, the root server system consists of 13 name servers placed in
various parts of the world. The server where the root zone fileisfirst loaded is considered
authoritative; the others merely copy its contents. The additional servers make the root
zone file available more rapidly to spatialy distributed users, and provide redundancy in
case some root servers lose connectivity or crash.

Technically, the most important thing about the DNS root isthat it provides asingle, and
therefore globally consistent, starting point for the resolution of domain names. Aslong
as all the world's name servers reference the same data about the contents of the root
zone, the picture of the name resolution hierarchy in one part of the world will continue
to match closely the picture in any other part of the world.

Aside from its technical significance, administration of the DNS root is important
politically and economically. Defining the root zone file determines who is delegated
authority over top-level domains. If top-level domain assignments are economically
valuable, and many people believe that they are, then the decision about who gets one
and who doesn’t can be contentious. Monopoly control of top-level domain name
assignments can also provide the leverage needed to regulate registry policies, second-
level domain name assignments and other aspects of Internet use.

Competing Roots: A Definition

Recently there has been much discussion of alternate, competing, or multiple DNS roots.
Some parties believe that competition is the solution to many of the policy problems
posed by ICANN. Others contend that such competition is*“impossible’ or undesirable.
That debate can be clarified by starting with a more precise definition of competition in
this arena, and by applying known concepts from economics.

Competition at the root level means competition for the right to define the contents of the
root zonefile. More precisely, it means that organizations compete for the right to have
their definition of the content of the root zone recognized and accepted by the rest of the
Internet.



Competing roots are aform of standards competition. Economic theory has alot of
interesting things to say about how that kind of competition works. In standards
competition, user choices are affected by the value of compatibility with other users, not
just by the technical and economic features of the product or serviceitself. A simple
example would be the rivalry between the IBM and Apple computer platformsin the
mid-1980s. During that time period the two computer systems were amost completely
incompatible. Thus, a decision to buy a personal computer had to be based not only on
the intrinsic features of the computer itself, but aso on what platform other people were
using. If al of aconsumer’s co-workers and friends were using Macs, for example, a
buyer’s choice of an IBM compatible PC would lead to difficulties in exchanging files or
communicating over a network.

There are many other historical examples of competition based on compatibility. Studies
of competing railroad gauges (Friedlander, 1995), aternate electric power grid standards
(Bunn and David, 1988), separate telegraph systems (Brock, 1981), non-interconnected
telephone networks (Mueller 1997), and alternate broadcast standards (Farrell and
Shapiro, 1992; Besen, 1992) all have shown that the need for compatibility among
multiple users led to convergence on a single standard or network, or in interconnection
arrangements among formerly separate systems.

This feature of demand is called the network externality in economic jargon. It means that
the value of a system or service to its users tends to increase as other users adopt the same
system or service. A more precise definition characterizes them as demand-side
economies of scope that arise from the creation of complementary relationships among
the components of a system. (Economides, 1996) A rich economic literature on the
network externality has developed in the past 25 years.

One of the distinctive features of standards competition is the need to develop critical
mass. A product with network externalities must pass a minimum threshold of adoption
to survive in the market. Another key concept is known as tipping or the bandwagon
effect. This means that once a product or service with network externalities achieves
critical mass, what Shapiro and Varian (1998) call “positive feedback” can set in. Users
flock to one of the competing standards in order to realize the value of universa
compatibility and eventually most users to converge on asingle system, or on
interconnected systems. However, network externalities can also be realized by the
development of gateway technologies that interconnect or make compatible technologies
that formerly were separate and distinct.

Features of Competing Roots

What does al this have to do with DNS? The need for unique name assignments and
universal resolution of names creates strong network externalities in the selection of a
DNSroot. If al 1ISPs and users rely on the same public name space — the same delegation
hierarchy —it islikely that all name assignments will be unigue, and one can be confident
that one’ s domain name can be resolved by any name server in the world. Thus, a public
name space is vastly more valuable as atool for internetworking if all other users also



rely onit, or coordinate with it. Network administrators thus have a strong tendency to
converge on asingle DNS root.

Alternate roots face a serious chicken and egg problem when trying to achieve critical
mass. The domain name registrations they sell have little value to an individual user
unless many other users utilize the same root zone file information to resolve names. But
no one has much of an incentive to point at an aternate root zone when they have so few
users. Aslong as other people don’t use the same root zone file, the names from an
alternate root will be incompatible with other users’ implementation of DNS. That is,
other users will be unable to resolve the name.

Network externalities are really the only barrier to al-out competition over the right to
define the root zonefile. A root server system isjust a name server at the top of the DNS
hierarchy. There are hundreds of thousands of name servers being operated by various
organizations on the Internet. In principle, any one of them could set up a public name
space, assign top-level domain names to users, and either resolve the names or point to
other name servers that resolve them at lower levels of the hierarchy. The catch, however,
isthat namesin an aternate space are not worth much unless a critical mass of name
servers on the Internet recognize the alternate root and point their name servers at it.

There already are, in fact, several aternative root server systems. Most were set up to
create new top-level domain names. However, until recently only an estimated 0.3% of
the world’'s name servers pointed to them." That changed when New.net, a company with
venture capital financing, created 20 new top-level domainsin the Spring of 2001 and
formed alliances with mid-sized Internet service providers to support the new domains.?

Until now, alternate roots have been promoted only by small entrepreneurs unable to
establish critical mass. If an alternate root was supported by major Internet industry
players, on the other hand, the story could be very different. An America Online, a
Microsoft, amajor 1SP such as MCl WorldCom, all possess the economic and technical
clout to establish an alternate DNS root should they choose to do so. If the producers of
Internet browsers, for example, pre-configured their resolvers to point to a new root with
an alternate root zone file that included or was compatible with the legacy root zone,
millions of users could be switched to an alternate root. It is aso possible that a national
government with alarge population that communicated predominantly with itself could
establish an alternate root zone file and require, either through persuasion or regulation,
national 1SPsto point at it. Indeed, the Peoples Republic of Chinais offering new top-
level domains based on Chinese characters on an experimental basis. The whole
transition to multilingual names is creating numerous opportunities for establishing
alternate roots.

Recall, however, that the value of universal connectivity and compatibility on the Internet
isimmense. Thus, those who attempt to establish aternate roots have powerful incentives

! Joe Baptista, 2000, root server estimates.
2 Karen Kaplan, “ Start-up offers alternative system for Net addresses,” Los Angeles Times, March 6, 2001.



to a) retain compatibility with the existing DNS root, and b) offer something of
considerable value to move industry actors away from the established root.

Why would anyone want to start an alternate root? Here again, it is useful to refer to the
literature on standards competition. New standards create new capabilities and features
that may not be possible under the old standard. In ICANN’s case, there are two
immediate drivers of change: new TLDs and internationalized domain names. In both
cases, the existing DNS administration is not responding properly to clear market signals.

ICANN'’ s restrictive policies toward new top-level domains has created a market for
alternate root zones. By tightly restricting the number of new top-level domains, by
arbitrarily rejecting many valid applications, and by imposing extremely costly
regulations on the small number of businesses lucky(?) enough to receive delegations,
ICANN encouraged companies such as New.net to risk capital on achieving the critical
mass needed to create an alternate name space.

ICANN itself is not directly responsible for the standardization impasse over
internationalized domain names, but in general the inability of the IETF and the rest of
the Internet community to agree on a common standard has brought us to the brink of an
all-out standards competition.

Standards wars are an inevitable part of technological change. Standards changes always
bring risks and costs associated with incompatibility. People who invested in digital
audio recorders afew years ago probably wasted their money. The transition to DVDs or
to High Definition Television will impose additional investment costs on consumers and
broadcasters, respectively, and make some equipment obsolete. Technological innovation
almost inevitably leads to standards competition in some form or another. Furthermore,
monopolies have atendency to become unaccountable, overly expensive, or
unresponsive. Competition has a very good record of making monopolies more
responsive to technical and business devel opments that they would otherwise ignore. So
even when a competitor failsto displace the dominant standard or network, they may
succeed in substantially improving it.

Need for a DNSO Policy

If alternate roots do exist, and if 1SPs and end users choose to use them, ICANN cannot
avoid adopting a policy about how it relates to them. The policy decisions can be made
consciously or by default, but they must be made. The following aspects of the
relationship between ICANN and aternate roots must be confronted:

*  Whether to exclude the contents of aternate roots zones from the ICANN root;
i.e., whether to compete with aternate roots or seek compatibility with them. By
including them it will achieve wider compatibility and foreclose many
opportunities for losing control of the root altogether.

*  Whether, when it adopts new TLDs, ICANN will choose names that collide with
TLD strings already in use by alternate roots, or avoid collisions. ICANN’s
current approach to this problem has been inconsistent. The assignment of the



.BIZ top-level domain knowingly collided with a string in use by an alternate
root; however, the assignment of the .WEB top-level domain to Afiliaswas
explicitly avoided because of its prior use by Image Online Design, an operator of
an alternate registry.

Whether it will respond to the challenge of New.net by becoming more liberal in
its policies toward creating and regulating new TLDs.
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Summar y

To remain a global network, the Internet requires the existence of a
gl obal Iy uni que public nane space. The DNS nane space is a

hi erarchi cal nane space derived froma single, globally unique root.
This is a technical constraint inherent in the design of the DNS
Therefore it is not technically feasible for there to be nore than
one root in the public DNS. That one root nust be supported by a
set of coordinated root servers adm nistered by a uni que nam ng

aut hority.

Put sinply, deploying multiple public DNS roots would raise a very
strong possibility that users of different 1SPs who click on the ane
link on a web page could end up at different destinations, against
the will of the web page designers.

Thi s does not preclude private networks from operating their own
private nane spaces, but if they wish to nake use of names uniquely
defined for the global Internet, they have to fetch that information
fromthe gl obal DNS naning hierarchy, and in particular fromthe
coordi nated root servers of the global DNS nam ng hierarchy.

1. Detailed Explanation

There are several distinct reasons why the DNS requires a single root
in order to operate properly.

1.1. Maintenance of a Commobn Synbol Set
Ef fecti ve comuni cati ons between two parties requires two essentia

preconditions:

| AB | nf or mati onal [ Page 1]
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- The existence of a common synbol set, and
- The existence of a compn semantic interpretation of these
synbol s.

Failure to meet the first condition inplies a failure to comunicate
at all, while failure to neet the second inplies that the nmeaning of
t he conmunication is |ost.

In the case of a public comunications systemthis condition of a
conmon synbol set with a compn semantic interpretation nust be
further strengthened to that of a unique synbol set with a unique
semantic interpretation. This condition of uniqueness allows any
party to initiate a comunication that can be received and understood
by any other party. Such a condition rules out the ability to define
a synbol within some bounded context. |In such a case, once the
conmuni cati on nmoves out of the context of interpretation in which it
was defined, the neaning of the synbol becones | ost.

Wthin public digital conmunications networks such as the Internet
this requirement for a uniquely defined symbol set with a uniquely
defi ned neaning exists at many | evels, comencing with the binary
encodi ng schene, extending to packet headers and payl oad formats and
the protocol that an application uses to interact. |In each case a
variation of the synmbol set or a difference of interpretation of the
synmbol s being used within the interaction causes a protocol failure,
and the communication fails. The property of uniqueness allows a
synbol to be used unanbi guously in any context, allow ng the synbol
to be passed on, referred to, and reused, while still preserving the
meani ng of the original use.

The DNS fulfills an essential role within the Internet protoco
environnent, allowi ng network |ocations to be referred to using a

| abel other than a protocol address. As with any other such synbol
set, DNS nanes are designed to be globally unique, that is, for any
one DNS name at any one time there nust be a single set of DNS
records uniquely describing protocol addresses, network resources and
services associated with that DNS nane. All of the applications

depl oyed on the Internet which use the DNS assune this, and |nternet
users expect such behavior from DNS names. Nanmes are then constant
synmbol s, whose interpretation does not specifically require know edge
of the context of any individual party. A DNS nane can be passed
fromone party to another without altering the semantic intent of the
name.

Since the DNS is hierarchically structured into domains, the
uni queness requirenent for DNS nanmes in their entirety inplies that
each of the nanes (sub-donains) defined within a domain has a unique

| AB I nf or mati onal [ Page 2]
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meaning (i.e., set of DNS records) within that domain. This is as
true for the root domamin as for any other DNS domain. The

requi renent for uniqueness within a domain further inplies that there
be sone nmechanismto prevent nane conflicts within a domain. In DNS
this is acconplished by assigning a single ower or maintainer to
every domain, including the root domain, who is responsible for
ensuring that each sub-donmain of that domain has the proper records
associated with it. This is a technical requirenent, not a policy
choi ce.

1.2. Coordination of Updates

Both the design and i npl ementations of the DNS protocol are heavily
based on the assunption that there is a single owner or nmintainer
for every domain, and that any set of resources records associ ated
with a domain is nodified in a single-copy serializable fashion.

That is, even assuming that a single domain could somehow be "shared"
by uncooperating parties, there is no neans within the DNS protoco
by which a user or client could discover, and choose between
conflicting definitions of a DNS nane nade by different parties. The
client will sinply return the first set of resource records that it
finds that matches the requested domain, and assunme that these are
valid. This protocol is enbedded in the operating software of
hundreds of mllions of conputer systems, and is not easily updated
to support a shared donmain scenari o.

Mor eover, even supposing that some ot her neans of resolving
conflicting definitions could be provided in the future, it would
have to be based on objective rules established in advance. For
exanpl e, zone A B could declare that nam ng authority Y had been

del egated all subdomains of A B with an odd nunber of characters, and
that naming authority Z had been del egated authority to define
subdomai ns of A B with an even nunber of characters. Thus, a single
set of rules would have to be agreed to prevent Y and Z from naki ng
conflicting assignments, and with this train of actions a single

uni que space has been created in any case. Even this would not allow
mul ti pl e non-cooperating authorities to assign arbitrary sub-domains
within a single donmain

It seens that a degree of cooperation and agreed technical rules are
required in order to guarantee the uni queness of names. 1In the DNS
these rul es are established i ndependently for each part of the nam ng
hi erarchy, and the root donain is no exception. Thus, there nust be
a generally agreed single set of rules for the root.

| AB I nf or mati onal [ Page 3]
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1

3. Difficulty of Relocating the Root Zone

There is one specific technical respect in which the root zone
differs fromall other DNS zones: the addresses of the name servers
for the root zone come primarily from out-of-band information. This
out - of -band information is often poorly maintained and, unlike al
other data in the DNS, the out-of-band information has no autonmatic
ti meout mechanism It is not unconmon for this information to be
years out of date at nany sites.

Li ke any other zone, the root zone contains a set of "name server"
resource records listing its servers, but a resolver with no valid
addresses for the current set of root servers will never be able to
obtain these records. Moire insidiously, a resolver that has a m xed
set of partially valid and partially stale out-of-band configuration
information will not be able to tell which are the "real" root
servers if it gets back conflicting answers; thus, it is very
difficult to revoke the status of a malicious root server, or even to
route around a buggy root server.

In effect, every full-service resolver in the world "del egates" the
root of the public tree to the public root server(s) of its choice.

As a direct consequence, any change to the list of |IP addresses that
specify the public root zone is significantly nmore difficult than
changi ng any ot her aspect of the DNS del egati on chain. Thus,
stability of the systemcalls for extrenely conservative and cauti ous
managenent of the public root zone: the frequency of updates to the
root zone nust be kept low, and the servers for the root zone nust be
cl osely coordi nat ed.

These problens can be aneliorated to some extent by the DNS Security
Ext ensi ons [ DNSSEC], but a simlar out-of-band configuration problem
exists for the cryptographic signature key to the root zone, so the
root zone still requires tight coupling and coordinated managenent
even in the presence of DNSSEC.

Concl usi on

The DNS type of unique nami ng and name- mappi ng system may not be

i deal for a number of purposes for which it was never designed, such
a locating informati on when the user doesn't precisely know the
correct names. As the Internet continues to expand, we woul d expect
directory systens to evol ve which can assist the user in dealing with
vague or anbi guous references. To preserve the many inmportant
features of the DNS and its multiple record types -- including the
Internet's equival ent of tel ephone nunber portability -- we would
expect the result of directory | ookups and identification of the
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correct names for a particular purpose to be unique DNS names that
are then resolved normally, rather than having directory systens
"repl ace" the DNS

There is no getting away fromthe uni que root of the public DNS
3. Security Considerations
This meno does not introduce any new security issues, but it does
attenpt to identify sone of the problens inherent in a famly of
recurring technically naive proposals.
4. | ANA Consi derati ons
This menp is not intended to create any new i ssues for | ANA
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1. Abstract

The purpose of this nmenb is to provide guidelines to prevent a
root zone fragnentation. This nmenpo is provided as a supplenent to
Request For Comments 2826 (RFC2826)[1]. RFC2826 states that there
is a single unique root of the public DNS. This menp attenpts to
resol ve outstanding i ssues pertaining to a unique root while
maintain the unicity of the DNS across any variation of the actua
data contained in a root zone. In other words, the total sum of
DNS data fromall variations of root zone data is a single unique
root. This root zone is defined in this meno as the "Virtua

I ncl usi ve Root".

This menp al so attenpts to further refine the concepts of RFC2826
by defining the relationship between the U S. Governnent Root Zone
and the Private and Inclusive Root Zones.

This meno does not provide guidelines for the introduction of new
Top Level Domains, nor does it address the various issues that have
del ayed the introducti on of new TLDs since the first requests were
submtted to ANA in 1995[2].

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in
this docunent are to be interpreted as described in RFC2119[ 3].



For the purposes of this docunment, the term"non-U.S. Governnment" wll
be referred to as "Inclusive".

Unresol ved i ssues pertaining to a unique root

Domai n Nanme Service (DNS) is a hierarchical distributed database
architecture[4]. Because it is hierarchical, the assunption is made
in RFC2826 that there can be only one uni que root zone.

RFC2826 nmentions the use of private networks creating private nane
spaces but does not define the relationship between the private nane
space and the U.S. Governnent-published name space.

RFC2606 (al so known as Best Current Practice 32 / BCP32)[5] also
nmentions four reserved top | evel donmmins (TLDs) which are used for
configuration and testing purposes. These are deliberately left out
of the U S. Government-published name space, and their use

i medi ately creates an "non-U.S. Governnent" or "Inclusive" root
zone.

RFC2826 does not nention enhancenents to the U. S. Gover nnent -
publ i shed name space that are provided by non-U S. Governnent Root
Servers. These are al so known as "non-| CANN Root Servers",
"Alternati ve Root Servers", "Enhanced Root Servers", and "Incl usive
Root Servers"

Thi s docunent does not refute the technical findings of RFC2826. In
all the variations of root servers exam ned, there is only one root
zone being published for each root server cluster

The reality is that for various reasons that are beyond the scope of
this docunent, multiple root servers exist within the publicly
visible segnents of the Internet. It is a sinple matter for any DNS
Server operator or end user to change their DNS configuration
settings to see any of these non-U. S. Government root servers.

It is also possible for DNS information to be altered, at any |eve
within the DNS hierarchy, on any DNS Server, at any time. This is
entirely at the discretion of each DNS Server operator. Consequently
the DNS Server operator MJST, at all times, act in a responsible
manner consistent with the stable operation of the Internet.

Most nodern operating systems provide a mechani sm (such as the
resolv.conf file or a "Network" control panel) that pre-defines the
| ocal trusted DNS Servers that will be initially queried. Each
conputer therefore has the ability to query a unique conbi nation of
DNS Servers.

Consequently the end user MAY change their DNS settings and bypass
their local |SPs DNS Servers. This allows Inclusive Root Zones to be
viewed in the public Internet space.

Stability of the root zone and criminal consequences

It should be recognized that in the United States, altering DNS



records to the detrinent of a pre-existing organization is covered
under federal computer fraud statute, 18 United States Code, Section
1030[6]. As a result, crimnal convictions have resulted fromthe
alteration of DNS information[7]. Most countries now have sinilar

l aws.

U S. Governnent Root Zone

U S. Governnment root servers are identified by the ROOT- SERVERS. NET
domain nane. Historically, these servers resolve the default root
zone that is shipped with DNS server software. The zone file for
the U S. CGovernment root servers can be found here:

ftp://rs.internic.net/domi n/ naned. ca

The authoritative host for the U S. Government-published TLDs is
A. ROOT- SERVERS. NET.

U. S. Governnent authorized root servers publish the root zone
described in RFC2826. This docunent uses this zone as the baseline
to determine the relationships to other published DNS root zones.

Use of the U S. CGovernnment root zone is RECOMVENDED. It is used as
t he baseline for the Inclusive Root zones.

Private Root Zone

Private root zones do not reflect the publicly viewable Internet
nane space. They MAY carry a sub-set (or none at all) or the U S
Gover nrent - publ i shed basel i ne TLDs.

They are NOT required to carry the conplete U. S. Government -
publ i shed Root Zone.

They MJUST NOT be directly accessible fromthe public Internet. The
only exception is when they are accessed through a secure and

aut henti cated gateway (such as a Virtual Private Network (VPN)) in
order to identify hosts which are only accessible within an

organi zation's intranet infrastructure.

Use of a Private Root Zone is OPTIONAL. |In certain circumstance use
may be required to nmeet the specific operational needs of a
particul ar organi zation

I ncl usi ve Root Zones

I ncl usi ve Root Zones utilize the U.S. Governnment root zone as a
basel i ne and add additional TLDs to enhance the nane space.

I ncl usi ve Zoot zones SHOULD include the conplete U S. CGovernnent -
publ i shed zone.

I ncl usi ve Root Servers SHOULD peer the name space extended
beyond the U. S. Governnent-published baseline. This can be



achi eved by reciprocal agreenents of non-U.S. Gover nnment
publ i shed TLDs between I ncl usive Root Zone operators.

Use of an Inclusive Root Zone is OPTI ONAL

Virtual Inclusive Root

The "Virtual Inclusive Root" is the sumof all variations of al
publicly-accessable root zone data. It is the gross nanifestation
of the unicity in the global DNS

Each root zone MUST pay the sanme respect to all other root zones.

Each root zone MUST NOT create top |level domain conflicts with
ot her root zones.

Pre-existing top | evel domains MUST be recogni zed by ot her root
zones as part of the Virtual I|nclusive Root zone.

Peering of top | evel donains anpngst root zones is highly
RECOMVENDED.

Security Considerations

There is an inherent trust relationship created between a DNS Server
and DNS Client. By convention, all DNS Servers are expected to
return correct information to the DNS dient.

Both Private and Inclusive Root Zone servers becone authoritative
for subservient DNS Servers and Clients. They will produce results
different fromthe U S. Governnent Root Zone servers for non-U. S.

Gover nrent - publ i shed TLDs.

Private or Inclusive Root Zone servers MAY be enployed in order to
enhance network security of a particular organization. Several wel
known conpani es use additional TLDs within their |ocal area

networ ks. These _hidden_ TLDs are used to protect the identity of
network assets and do not resol ve outside of the conmpany's intranet.

QO her Security Considerations for root servers are described in
detail in RFC2870[8]. This document RECOMMENDS full conpliance with
RFC2870.
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Issues for Next Generation Root Servers

1. Introduction

There are 13 ICANN/IANA root serversin operation now. They are mostly in the USA
now with two in Europe and onein Asia. ICANN isresponsible for the operation of the
root servers. DNS Root Server System Advisory Committee (RSSAC) of ICANN gives
technical and operational advice to the ICANN Board. ICANN and RSSAC look to the
|ETF to provide engineering standards.[ 2]

When we look into future of the Internet, we need to consider several issues on the root
servers such as

a. How many root servers do we need in future? Are 16 servers, which are the current
maximum number of servers, sufficient?

b. Current arrangement on the root serversis centralized with the original copy called
Copy A inUSA. Can we have adistributed root server architecture?

c. Isthe current root server arrangement appropriate for internationalized top level
domains?

2. Number of root servers

Although there are 13 root servers, the current specification allows up to 16 root servers.
With proliferation of the Internet, which is becoming social infrastructure, it may make
sense to expand the number of the root serversto more than 16. Thiswould require
changes in the protocol specification, which would take some time, and we may start
preparation for potential changes on this matter.

3. Centralized vsdistributed
The current root server arrangement is as follows,

- Copy AinUSA
- 12 other copiesin USA(9), Europe(2), and Asia(l)

Isit technically necessary to have the original copy in one place? Or is the distributed
architecture by having the original content in two or more places. We aso need to
consider socia requirement on this matter as the Internet is becoming global social
infrastructure.

4. | nternationalized domain names
Internationalized domain names are being incorporated starting from the internationalized
domain name access. It is matter of time before we have to consider the internationalized



top level domains for both ccTLD and gTLD. Isthe current arrangement of the ICANN
root servers appropriate to facilitate the internationalized top level domains? We need to
consider appropriate arrangment for the internationalized top level domains.

5. Remarks

In order to answer the above and other issues for the future technical and social
requirements on the root servers, series of meetings and workshops may be necessary.
There are non-ICANN root servers for various reasons; to offer additional TLDs, to offer
an inclusive root server, to offer internationalized TLDs, and so on. They may be taken
into consideration with respect to the future requirement of the root servers.
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