SUBMISSIONS OF 
THE INTELLECTUAL PROPERTY INSTITUTE OF CANADA (IPIC)
REGARDING THE INTERIM REPORT OF THE NAMES COUNCIL’S WHOIS TASK FORCE

Introductory Comments:
The Intellectual Property Institute of Canada is Canada’s national association of professionals who specialize in intellectual property, including domain names. 
IPIC’s Domain Names and Trade-marks on the Internet Committee has reviewed the Interim Report of the Names Council’s WHOIS Task Force and commends the effort that was put into formulating the conclusions and recommendations.  These are the Committee’s preliminary comments for the consideration of the Task Force when finalizing its recommendations to the Names Council.  Due to the relatively short time frame for comment submission, further consultation within our organization may be undertaken.

The Task Force has identified the existing community consensus as having “a generally high level of satisfaction…with respect to current data elements and non-marketing uses of WHOIS in the gTLD environment”.  However, in view of the subsequent conclusions of the Task Force respecting four distinct aspects of WHOIS and on which comments are now being solicited, it seems clear that there are significant problems with the quality of WHOIS data.  The Committee is of the view that the quality, accuracy and reliability of WHOIS data requires improvement and certain fundamental policy changes should be implemented. The Committee believes that many of the suggestions identified in the Interim Report have merit and warrant further discussion, while others either have limited utility or would result in unfairness and uncertainty for bona fide domain name registrants. 

INTERIM RECOMMENDATION 1.0:  ACCURACY OF WHOIS DATA

Initial Comments:
We view this issue as central to an effectively functioning domain name system.  There would appear to be two facets to the current accuracy problem:  (1) the need to improve overall data quality, and (2) the need for corrective measures in the case of identified specific instances of inaccurate or false information.  

With respect to (1), we acknowledge the inherent difficulty, if not impossibility, of ensuring that all information submitted by Registrants is always complete and accurate.  The Task Force has correctly identified a key issue as requiring Registrars to enforce the provisions of the Agreements concerning each domain name (RAA and Service Agreements).  These provisions would include requiring the Registrant to correct and/or update the information in question. The Task Force has recommended certain measures that Registrars could be required to use for this purpose.  For the reasons outlined below, we do not believe that all of these measures would be effective or fair in all circumstances. We agree that the use of existing reasonable technical measures for the screening of registrant information should be considered to improve overall data quality, however before any such measures are implemented, they must be carefully evaluated to identify their limitations, efficacy and appropriate scope of use.  We understand the importance of balancing the need for accurate WHOIS data against administrative burden on Registrars, but we believe that Registrars have an obligation to implement the infrastructure necessary to undertake substantive inquiries, rather than relying merely on automated measures.  We recommend that further consultation be undertaken by the Task Force to devise appropriate measures for information verification that would be acceptable to both the Registrars and the users of WHOIS data.

With respect to (2), we believe that it is of paramount importance that there be an effective mechanism in place to ensure that inaccurate information regarding a specific domain name can be brought to the attention of the appropriate Registrar and that the Registrar will take whatever steps are reasonable and necessary to correct the information in a timely and reliable manner.  This is particularly so in view of the concerns regarding overall WHOIS data accuracy.  

Furthermore, a process should be implemented across all gTLDs that requires the Registrars and Registries to ensure that their WHOIS information, including expiry dates are accurate and consistent.

Specific comments:

Re:  A.  Enforcement of existing contractual obligations (in the RAA and in the ICANN agreements with the new geld registries) regarding accuracy of WHOIS data
Comments to A(4)(a) and (b):  Available automated screening mechanisms may be helpful and should be relied upon where possible. However, to the extent that “obviously incorrect” and “blatantly false” have not been defined, and arguably cannot be defined with any precision, these mechanisms should be carefully evaluated to identify their limitations and advantages.  Automated tools may erroneously identify certain information as being false or inaccurate.  Unless these potential errors can be satisfactorily ruled out, there should never be an automatic cancellation of a domain name registration based on such automated screening without attempting to contact the Registrant for the purposes of verification.  

Comments to A(4)(c):  Who will make the discretionary determination that the incorrect information previously provided was submitted “deliberately” by the Registrant?  What provisions will be put in place to allow for legitimate clerical errors, even “obviously incorrect” and “blatantly false” ones?  How will Registrars ensure that it was not their system that caused the error?  (This underscores the need to avoid automatic cancellations without prior verification.)
Comments to A(4)(d):  If there is reliable means of capturing all domain names registered to one entity which appears to be using false WHOIS information, the affected domain names should be subject to an inquiry.  However, for the reasons noted above, the cancellation of any domain name should not be processed on an automatic basis without some effort at verification.

Comments to Additional Questions: 

1. Will implementation of the proposed steps listed above be likely to improve the accuracy of WHOIS data?:  As noted above, automatic cancellation of domain name registrations would not lead to any improvement.  There is a significant danger that bona fide and inadvertent clerical errors could result in the loss of a domain name. While some of the proposed steps (i.e. automated data screening) may be of assistance in identifying potentially false data, reasonable follow-up verification should always be required.  Unless the Registrars are prepared to create the necessary infrastructure for making the determination of whether WHOIS data is accurate, these proposed steps, without more, are not likely to result in improvement.

2. What additional or alternative steps within the framework of the current agreements should be considered?  The issue of WHOIS accuracy remains central to the current agreements.  Once a Registrar has been prompted to verify WHOIS information, they should be required to do so in accordance with the provisions of the current agreements.  While the steps that Registrars would be required to take in order to verify WHOIS data should be reasonable and not unduly onerous, it is unlikely that verification may be properly and reliably effected through reliance solely on automated measures.  

3. Under 2 above, should Registrars and affected Registries also be [required/asked] to post such contact information in a visible location on their web site and keep it current?  Yes, they should be required to do so.  

4. What kind of communications with registrants regarding accuracy requirements would be most effective; notice in registration agreement, periodic e-mail reminder to update contact information, or other means?  The periodic e-mail reminder is a good idea to attempt to prevent inaccuracies, however, if a registrar is notified of false information, it will have to take active steps to contact the registrant by whatever means possible (e-mail, fax, phone, mail) to verify the information.

5. Other suggestions?  Bona fide registrants should be protected by being able to effect any changes to their WHOIS information in a straightforward and timely manner.  There is a potential for abuse against bona fide domain name registrations under these proposed sanctions/enforcement provisions, particularly in light of statistics which show that a significant number of domain name registrations have outdated WHOIS information. Currently, it is very difficult in some cases for legitimate registrants to make changes to their information or keep it up to date simply because of varying (and often less than straightforward) administrative practices on the part of registrars.
Re: B.  Recommendations regarding the possibility of graduated sanctions for violations of existing contractual agreements
The following comments pertain to Questions 1 through 4:
Insofar as the suggested sanctions would apply in respect of recurring patterns of non-compliance by registrars, who is responsible for identifying such a pattern and initiating the sanctions?  Who reports the non-compliant conduct to ICANN?  Will individual parties who submit complaints to Registrars but receive no assistance therefrom report the offending registrar to ICANN?  What steps will ICANN take to investigate and impose sanctions?  Will ICANN “document” complaints, identify a “pattern” and then take action against the Registrar?  If so, the sanction system appears to be of use, however there needs to be an effective mechanism in place for individual complainants to bring their registrar-related problems to the attention of ICANN and for ICANN to act upon them.
Sanctions, graduated or otherwise, should only be considered if certain safeguards are in place regarding the efforts registrars are required to make in correcting WHOIS data deficiencies (See comments to Interim 1.0, sub(A) above).

If a registrar’s accreditation is suspended or revoked, what steps will be implemented to ensure that registrants using the services of the registrar are notified and do not inadvertently lose their domain names?

Re:  C. Recommended addition steps in renegotiation of the RAA:
Question 1:   Suggested Steps (2) and (3) are of very limited utility.  The Committee does not recommend that they be adopted.  Only (1) would be of clear benefit.  

Question 2:  Implementing step (1) should not result in increased costs or affect competition.  It would be the most effective preventive  “across-the-board” solution.

INTERIM RECOMMENDATION 2.0:  UNIFORMITY AND CONSISTENCY  

Comments:  The Committee recognizes and acknowledges the cultural, political and legal differences (including concerns regarding privacy, etc.) which ICANN and the various registries must reconcile in resolving this issue.  Nonetheless, the Internet has undeniably become a commercial medium and must be treated as such.  Uniformity and consistency of WHOIS information, together with a certain level of acceptable and required disclosure of registrant information should therefore be a goal.  A domain name registrant is often analogous to the owner of a trade-mark or a corporate or other commercial entity, particularly in the gTLDs.  Accordingly, as with most international patent and trade-mark offices and corporate registration authorities allowing online access to registrant/registration information, the same principles should apply to WHOIS data, in that complete and accurate WHOIS information should be universally available.  The suggestions made by the Task Force in regards to this issue are useful and should be pursued further.  However, the Committee also notes that some TLDs (or portions of specific TLDS) may not be commercial in nature.  In those situations, privacy and other factors must be considered.
INTERIM RECOMMENDATION 3.0:  SEARCHABILITY OF WHOIS DATABASES

We agree that the three enumerated kinds of improved searchability are necessary. At a minimum, search capabilities that were previously available should be restored.  Any policy changes respecting more advanced database searching capabilities should match what is currently made available in respect of analogous databases, for example, by the United States Patent and Trademarks Office (USPTO) or the Canadian Intellectual Property Office.  Access should be centralized as much as possible across all TLDs. 

INTERIM RECOMMENDATION 4.0:  MARKETING USE OF WHOIS DATA; BULK ACCESS PROVISIONS
As a preliminary comment, the Committee notes that searching and marketing of WHOIS data must comply with applicable privacy laws. For example, in Canada, registrars must obtain consent to the collection and use of the data.  In many situations, implied consent and "opt-out" procedures are not sufficient.  The data collector must obtain explicit consent to both collection and use. This applies particularly to any use that is not directly necessary for the maintenance of the registry, such as any kind of marketing uses.

We agree that the question of marketing of WHOIS data and bulk access provisions is as significant as the other three grounds of inquiry of the Interim Report, however, the first three issues centre on the integrity and accessibility of WHOIS information, which is of the greatest concern to the intellectual property community in Canada and around the world.  This final issue has a very different focus, and as a result will likely be the subject of further and additional comments to be submitted under separate cover.  

Prepared and submitted on behalf of the Trade-Marks and Domain Names on the Internet Committee of IPIC.
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