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Preamble
Tucows would like to thank the DNSO Names Council Task Force on Whois for the opportunity to respond to the Task Force questions presented in its recent interim report. While we do not specifically agree with all of the recommendation put forth, we commend the Task Force and its participants for undertaking this sizeable and important policy development task.

We hope that our specific responses to the questions that you raise in your Interim Report are useful and constructive. It is our hope that this effort, like yours, will assist the community in defining a rational policy structure that ensures the continued growth of this newly competitive industry.

As always, we remain available at your convenience to provide clarification or answer questions raised by this document.

On behalf of Tucows Inc.,
Ross Wm. Rader, 

Director, Innovation & Research

Response

Accuracy, Useability and Predictabilty of Whois Data
General Responses

The Task Force believes that the approach of actually enforcing the existing contractual provisions is the essential first step toward improving  WHOIS data accuracy in the gTLD environment.

Tucows concurs that enforcement is a critical aspect of any policy regime.

The Task Force believes that a method of graduated sanctions or enforcements against parties who breach the requirement to provide accurate information and to maintain an accurate WHOIS database, potentially as a combination of policy and financial penalties, should be considered, in order to facilitate the actual enforcement of the current policy with respect to WHOIS data accuracy.

Tucows believes that this recommendation fundamentally conflicts with prior observations that enforcement is an essential first step towards improving the situation under the current policy regime. This does not necessarily accord with the Task Force’s finding that changes to the current enforcement mechanisms will necessarily lead to the desired results. The Task Force has provided no information to support this conclusion. Accordingly, in the absence of information indicating otherwise, we can only support the notion that further effort is required to enforce the existing provisions. Until such time that it can be demonstrated that failures in the enforcement mechanism require a more structured approach complete with fines and sanctions, it would be unreasonable to implement the structure as described.  Tucows concurs with the Task Force’s recommendation that “If enforcement of current contractual provisions  does not lead to an improvement of WHOIS data accuracy, then more substantial changes to the RAA itself or the establishment of consensus policies (as necessary) should be considered.” However, we urge the Task Force to recommend that the community determine first if enforcement of the current contractual provisions will lead to an improvement of Whois data accuracy. 
The Task Force believes that the questions of uniform data formats and uniformity of data elements need to be discussed and handled separately.  

Tucows concurs with this assessment.

The present Task Force believes that the use of such a uniform data format across gTLD and ccTLD environments should be evaluated.

Given the practical differences between the regulatory and policy environments of the ccTLD and gTLD spaces, Tucows concurs with this recommendation only insofar as it is limited to facilitating practical discourse between the relevant parties. This discussion should be specifically limited to whether or not the described uniform data format is a reasonable requirement for registry operators in the namespace. Local interests must be given the opportunity to involve themselves in this discussion as much as Global interests are. It is not apparent that the Task Force has explored this sufficiently in its current recommendations.

The Task Force believes that WHOIS data elements should be uniform across all gTLDs.

Tucows does not fully concur with this assessment. While the notion of uniformity is attractive for many reasons, we do not feel that sufficient weight has been given to the diversity of business models. There needs to be a way to allow gTLD operators and registrars to provide data in a uniform format while recognizing that all gTLDs are not the same. The data collected under the policies of one gTLD may not be the same as the data collected under another – and there is no apparent reason to force this type of collection. A flexible recommendation that recognizes this diversity is of paramount importance to a competitive industry.
Task Force believes that this topic should be the subject of separate deliberations.  These deliberations should take into account specific aspects of  the TLD environments, as well as the value of  accountability and transparency across the domain name system.    Public interest concerns should be taken into account in an appropriate manner. The  objective should be to identify the best way to make progress toward the goal of the uniformity that all  users of the system clearly desire.  

Tucows does not fully concur with this recommendation. While further examination of the relevant issues is warranted, the questions of local versus public interests have  not been sufficiently detailed by the Task Force. It should not be the agenda of the DNSO to involve themselves in those local matters faced by the ccTLD operators and other local interests. Further, there has been no clear demonstration of the extent of support for the goal of uniformity as described above. While much data is available that documents the varying degrees to which this goal is supported, it is certainly not the case that “all users of the system” clearly support the effort.

To facilitate the restoration of full searchability of WHOIS databases [see (1) and (2) above], ICANN should explore both enforcing the mandate to registrars and registries to provide (or to cooperate in the provision of) such complete WHOIS search service, and a market-based approach based on bulk access to WHOIS data.

The registration processes under ICANN’s purview should not be viewed as a convenient tax collection mechanism by Intellectual Property and Law Enforcement interests.Tucows does not concur with this recommendation in that it does not feel that sufficient weight has been given to the serious social and technical costs of the endeavor. Further, the proposal specifically contemplates that the cost of providing the service will be subsidized by registrants. Given that there are a number of interests identified, in addition to registrants, we feel that whatever recommendation is implemented, the cost be borne by the users of the system. It is inappropriate that those that designate the service as being desirable also specify a third party to bear the cost.

Further, given that searchability of the current gTLD Whois database services are subject to a competitive marketplace, we do fully understand how a regulated approach can possibly provide a more comprehensive result. As several market-based solutions are in development and others have been available for a lengthy period of time, we do not feel that it is appropriate to use ICANN’s policy development infrastructure to interfere with these efforts.

Lastly, we strongly disagree that the Bulk Whois data access requirements of the existing contracts should be extended to any degree beyond their current purpose. In fact, access to the respective customer lists of specific registrars and registries should be solely dealt with using a market-based approach. Registrars and registries that wish to traffic this data should have the option to do so, not the requirement.
With respect to the more advanced services described in (3) above, the Task Force does not recommend any policy changes. The Task Force suggests that ICANN explore how best to swiftly develop and implement a plan for cross-registry WHOIS services, including through third party services, based on bulk access to WHOIS data. 

Tucows cautions the Task Force against recommendations that interfere with the logical development of technical protocols and systems in other organizations. While there may be a strong need for the perceived solutions that developing technologies such as IRIS may offer, the Task Force must remember that there are also more than 20 years’ of other Internet technologies that may also meet their shorter term requirements. In any event, all recommendations of a technical nature must be approached cautiously by the DNSO.

Based on these results, the Task Force recommends a review of the current bulk access provisions of the Registrar Accreditation Agreement.

Tucows concurs with this statement consistent with our prior statements.

Specific Responses

1.     Will implementation of the proposed steps listed above be likely to improve the accuracy of WHOIS data? 

Tucows does not believe that the recommendations will effectively address the requirements outlined in the report. The specific recommendations are either too vague or too premature as previously described. Specifically;

a. Thick registries (which is defined as those registries that maintain a centralized Whois repository) are simply custodians of the data maintained by registrars for the purposes of “propagation of and the provision of authorized access to the TLD zone files and as otherwise required in Registry Operator's operation of the Registry TLD”
 While Whois is one of the systems required in the operation of the TLD, forcing uniformity at the registry level does not automatically correct inaccurate data. This data is supplied by Registrants, often through Resellers, to Registrars who in turn send it to Registries. It must be accurate at its source, or it will remain inaccurate throughout the entire system. 
Further, as no gTLD registry has a contractual relationship with specific Registrants, it is unreasonable to somehow presume that Registry Operators would be willing to accept the requirements described.

b. Recommendations 1 through 3 presume that there is a reasonable expectation that the community will police the whois database for accuracy. While this does occur on a limited basis currently, a minor corrective action like this will not significantly increase the quality of the data in the majority of records. This is supported by some simple numbers. There are millions of registrations in the current gTLD space. There are tens of thousands of new registrations added per day to this number and thousands of expired registrations subtracted from this number. The corrective measures in the current contract (including the addition of the Internic complaints form) only generates, based on liberal estimates, hundreds of complaints per day. Even if the occasions of positive corrective action based on third party complaints is equal to the number of instances per day that “dirty” data is added to the system, the size of the data problem only decreases relative to the number of dirty records deleted through expiration.

c. Recommendation 4a specifically contemplates screening for “obviously bad data”. Tucows is not aware of any technically competent means to do so. Even if we assume that such a technology or process exists, it remains to be conclusively demonstrated that such an effort would achieve the requirements set forth by various members of the community. Specifically, it has been noted that achieving this goal may have the unintended effect of driving registrants acting in bad-faith further underground thus creating a problem-space for enforcement interests to grapple with. Tucows believes that further dialogue concerning this dynamic needs to take place in order that we can positively achieve the goals of the community and not thwart them.

d. Recommendation 4b, c & d describe implementations dependent on specific technologies that, as previously described, do not likely exist. Tucows cautions the Task Force from pursuing these recommendations until appropriate and affordable technology has been demonstrated to solve the problems described.

2.       What additional or alternative steps within the framework of the current agreements should be considered?   

The current agreements prescribe that Registrants bear the responsibility for the accuracy of the data that they provide to the registration service providers. We feel that further community dialogue is required to explore what steps might be taken to increase the level of awareness that Registrants have regarding this responsibility and what further steps might be taken to provide proactive incentives that promote appropriate behavior as it relates to these obligations. 

3.      Under 2 above, should Registrars and affected Registries also be [required/asked] to post such contact information in a visible location on their web site and keep it current?

Given the diversity of business models employed in the sector and the practical realities that large reseller networks pose, we do not feel that this is a realistic requirement. Further discussion is warranted on this point in order to ensure that an appropriate compromise that meets the requirements of the community is discovered.

4.      What kind of communications with registrants regarding accuracy requirements would be most effective: notice in registration agreement, period email reminder to update contact information, or other means?

Insofar as registrars are required to remind their registrants of their obligations, Tucows feels that the requirements described would be a useful best practice. The Task Force should consider a wide-range of optional behaviors that take into account the full range of business models employed by Registries, Registrars and Resellers. It would be appropriate for the Task Force to recommend a policy that requires Registries, Registrars and/or Resellers to periodically remind Registrants of the obligations described, but not to recommend specific implementations.

5.      What other suggestions do you have?

Tucows requests that the Task Force explore the idea that Registrants should be required to verify the accuracy of the data that they have provided prior to allowing the Registrant to undertake significant modifications or actions with their domain name. Specifically, requiring a registrant to verify the accuracy of the data that they have provided both at the time of registration, and when a Registrar to Registrar transfer is requested, or nameservers are updated etc., may prove to be more useful in achieving the goals of the community than some of the recommendations that the Task Force has explored in its report.

Further, ICANN should support the development of cross-registry/registrar contact object management standard. Such a standard would cut down on the number of unique/non-unique data subjects in the address space and provide greater capability to manage the attributes of specific data subjects in a more efficient manner.

Graduated Sanctions
Specific Responses

1.      Is there a need for graduated sanctions to improve enforcement of the existing contractual obligations regarding WHOIS data accuracy?

Tucows believes that the sanctions program has been inappropriately constructed and does not therefore achieve the goals of the community. Registrants, not Registrars, Reseller or Registries, are responsible for the accuracy of their Whois records. Registrars only have an obligation to attempt to solicit the cooperation of the Registrant in support of the Registrant’s obligations. Any enforcement program directed towards forcing Registrars to uphold their obligation will achieve the result as previously described in this response. Only a proactive program geared towards ensuring that Registrants uphold their obligations can ultimately achieve the goals of the Task Force. 

2.      If so, is the system outlined above appropriate?

See 1) above.

3.      What quantity of complaints should be received before sanctions are applied?

See 1) above.

4.      If a registrar has reoccurring documented complaints that they fail to respond to when notified by ICANN staff, should there be a shorter time period before c-4 and c-5 are undertaken?

See 1) above.

Data Verification & Third Party Bulk Whois Data Access

Specific Responses

1.      How effective will these new requirements be in improving the accuracy of WHOIS data? 

Tucows fully supports recommendation C1, but rejects C2 & C3 on the basis that they are wholly impractical from a technical and economic standpoint. Tucows believes that recommendation C1 will only achieve a moderate increase of the overall database, but is a positive step in an appropriate direction. The Task Force should however evaluate the economic impact of implementing recommendation C1 to Registrars.

2.      What costs will they cause registrars/registries to incur, and how will this affect the cost of domain name registration and competition in this market?  What other changes to the existing agreements ought to be considered?

Recommendation C1 will require the implementation of new systems designed to require the positive verification of the data by registrants during the transaction described. Tucows has not specifically evaluated the full cost of such an implementation, but notes that it would likely be moderate.

Recommendation C2 & C3 will require the implementation of manual & automated systems that have not yet been developed. Tucows has not specifically evaluated the full cost of such an implementation but expects that engineering of the processes, protocols and applications would be significant and likely unwieldy for our organization. We strongly believe that implementation of these recommendations would have a significant impact on the capability of our organization to compete and prosper.

A. This subsection of the RAA could be modified with limitations on the types of third parties eligible to enter into a bulk access agreement, in particular those parties who are able to articulate a legitimate need for bulk access to WHOIS, and with limitations on the uses of the data that are permitted.

Tucows notes that such provisions would also require that the Registrar be provided with the capability to subjectively determine which parties and which uses would be appropriate as it relates to the definitions set forth. Presumably, some sort of appeals or enforcement process would also be necessary to ensure the objectivity of the Registrars determination. Tucows proposes therefore that such an approach would likely be unwieldy.

1.      The Task Force’s current thinking is that the approach of limiting bulk access to WHOIS data to certain “legitimate” purposes or data is both desirable and feasible.  We invite comments on this line of thinking.

It is Tucows’ position that access to Bulk Whois data should be solely determined by each specific registrar as part of the normal course of its business. Tucows notes for the Task Force that it is not aware of any other industry sector that is required by contract to relinquish its customer database to a third party under a mandated obligation. We strongly feel that this requirement is inappropriate and does not address the needs of the competitive market. Further, practical experience has demonstrated that those that most desire access to these customer lists are those that are most likely to inappropriate use these resources.

2.      What uses of bulk access should be considered “legitimate” for the purposes of this policy?  

None.

3.      What impact would these uses have on the privacy of registrants’ sensitive data?  

Allowing Registrars to determine who gets access to their customer lists would afford Registrants the opportunity to choose a Registrar based on the privacy policies in affect at specific Registrars. Tucows believes that such a market-based approach is the only currently demonstrated mechanism by which the compromises sought from the community can be effectively achieved.

4.      What impact would they have on competition between registrars?

The market based approach Tucows advocates will further increase competition in the industry between Registrars. Tucows does not believe that the regulated approach that the Task Force is proposing will achieve similarly positive results.

5.      Should an accreditation regime for bulk access data users or uses be installed?  

No. As previously discussed, only a market based approach can reasonably be expected to positively achieve a maximum number of the diverse expectations of the community that surround this issue.

6.      If so, what criteria should be established to guide approval or rejection, and who should administer it? 

As discussed previously, no. Such an exercise would not be within the scope of a market-based approach.

7.      Should ICANN establish standard “terms” via the contract/accreditation agreements, and ask the respective registrars and/or registries to self certify that they are following these criteria in any bulk access sale? 

As discussed previously, no. Such an exercise would not be within the scope of a market-based approach.

8.      For data users and registrars:  The Task Force has been made aware of the use of bulk data for statistics, marketing and query-based services.  Are there any other uses of bulk WHOIS data that should be considered in the Task Force’s deliberations?

Uses of Tucows Bulk Whois data have also included inappropriate marketing (slamming, deceptive notices), misappropriation of intellectual property under the terms of the license and other wholly inappropriate activities. 

B. 3.3.6.2 Registrar may charge an annual fee, not to exceed US$10,000, for such bulk access to the data.

It would seem that this fee may provide some registrars with a financial incentive to provide bulk access to data would encourage such activity, while simultaneously deterring those third parties with a legitimate need from accessing the data in bulk.  

Tucows does not share this assessment for two primary reasons. First, Registrars need no “encouragement” to provide third party bulk access to Whois data, it is a contractual requirement. Second, it has not been conclusively demonstrated that $10,000 is a significant barrier for those with a legitimate need. However, we would note that a market-based approach would effectively address this problem in that it would enable Registrars to make appropriate exceptions to their pricing model in circumstances where a “legitimate” user could demonstrate need, but an inability to pay the subscription fee.

1.      Should a registrar be allowed only to charge a third party for its actual costs of providing electronic copies of the data on a regular basis to the third party.  

A market based approach would dictate that Registrars be able to charge the market rate for the services provided. Regulating the pricing of a competitive market is inherently anti-competitive and should not be considered under any circumstances.

2.      Is the approach of restricting the fee for bulk data to registrar’s actual cost appropriate, assuming that access under this policy is only mandated for a limited set of purposes?

Similarly, no.

3. Other comments?

None at this time.

3.3.6.4 Registrar's access agreement shall require the third party to agree not to use the data to enable high-volume, automated, electronic processes that send queries or data to the systems of any Registry Operator or ICANN-Accredited registrar, except as reasonably necessary to register domain names or modify existing registrations.

This requirement is important to ensure that its database does not generate dangerous high-volume process that could result from “appropriate” uses of the WHOIS data and unsolicited marketing practices.

1.      Should subsections 3.3.6.3 and 3.3.6.4 be maintained as additional safeguards, 

even if a modified bulk access provision (1) is limited to ”appropriate” uses, and (2) the uses set forth in subsections 3.3.6.3 and 3.3.6.4 are not considered “appropriate”?

Sections 3.3.6.* of the Registrar Accreditation Agreement(s) should only be modified in support of a market-based approach and not in the manner described by the Task Force.

2.      Should ICANN develop a new requirement to impose additional restrictions on bulk access provided by registrars on a voluntary basis, possibly including safeguards similar to subsections 3.3.6.3 and 3.3.6.4? 

This recommendation appears to be moderately consistent with a market based approach insofar as it supports the capability of Registrars to make product/price tradeoffs. While this would not completely qualify as a market-based approach, it appears to be a step in that direction.

3.      How would this be implemented, if agreed to?

Modifying the restrictions on a Registrars capability to impose new or differing requirements on Bulk Whois users would be the most appropriate mechanism and would provide a fully qualified framework for a market-based solution.

E. 3.3.6.5 Registrar's access agreement may require the third party to agree not to sell or redistribute the data except insofar as it has been incorporated by the third party into a value-added product or service that does not permit the extraction of a substantial portion of the bulk data from the value-added product or service for use by other parties.

Making the prohibition on sale or redistribution of data by the third party an option (“access agreement may require”) does not provide any protection of the WHOIS data.  To protect the integrity of the WHOIS database, the Task Force notes that this provision would have to be changed so that a third party is “required” not to sell or redistribute the data except as part of a value-added product or service.  Additionally, a provision could be added which explicitly forbids any use for purposes other than the ones stated in the bulk access agreement.

The practical effect of the current language is that Registrars typically do make the condition mandatory. However, it is possible that there are business models that may not implement such a requirement.

1.      Should this provision be changed?

Based on the reasoning provided above, it would seem prudent to continue to allow the flexibility in implementation as specified in the current contracts.

2.      Should a provision, which explicitly forbids any use for purposes other than those stated in the bulk access agreement?

If the current contractual requirements are continued, then absolutely, yes. If the requirements are changed, this question would need to be re-evaluated within the context of those changes. Tucows must again stress that a market-based approach is the simplest, most effective mechanism by which all of these disparate requirements can be efficiently met.

F. 3.3.6.6 Registrar may enable Registered Name Holders who are individuals to elect not to have Personal Data concerning their registrations available for bulk access for marketing purposes based on Registrar's "Opt-Out" policy, and if Registrar has such a policy, Registrar shall require the third party to abide by the terms of that Opt-Out policy; provided, however, that Registrar may not use such data subject to opt-out for marketing purposes in its own value-added product or service.

This provision currently allows a registrar to make its own determination of whether to implement an opt-out policy.  If it does not, a registrant’s information will be accessible via the bulk access procedure for any permissible use, including marketing.  While the results of the survey indicate that respondents have concerns about either an opt-out or no policy at all, the Task Force recommends that this provision be changed to, at a minimum, to “require” a registrar to implement an opt-out policy.  

We believe that the concept of opt-out may have been overlooked by respondents who reacted viscerally to the general lack of any option as to whether their information is included in bulk access.  In addition, we believe that immediately requiring the adoption of an opt-in policy may result in a significant deterioration of the information contained in the bulk access database, which would be detrimental to legitimate third parties making non-marketing uses. 

If, after adoption and evaluation of a requirement for an opt-out policy, it is clear that improper marketing uses of bulk access data are continuing, then an opt-in policy for any marketing uses should be implemented.  It is crucial that opt-out policies implemented by registrars are simple and transparent and that the opt-out of the registrant is respected in practice.  If marketing use of bulk WHOIS data is not considered an “appropriate” use, then this provision could be eliminated entirely.

1.
For bulk access data users and registrars:  what experiences do you have with the current RAA policy to limit registrants’ opt-out options to marketing uses?  

It has been our experience that these provisions are wholly ineffective as it relates to the stated needs of our customers. Our customers have continuously advocated an overwhelming need for an opt-in policy that is currently prevented by the current contracts. We request that the Task Force reconsider its recommendation to take a phased approach to solving the problem. The demands of a competitive market require responsive solutions to customer needs that are simply not accessible to Tucows under the current regulation. A reasonable compromise to this approach would be to require a registrar to implement one of a) an opt-out mechanism for registrants or b) an opt-in mechanism for registrants, to be determined solely by each specific Registrar.

2.
Is it feasible to have different policies and different sets of bulk data for marketing and non-marketing uses? 

Not under the regulated approach advocated by the Task Force. Each of these approaches possesses significant social and economic costs for Registrants and Registrars that would be more appropriately dealt with through a market-based approach to the issue of Bulk Whois data access.

3.
If marketing is considered an “appropriate” use of bulk WHOIS data, should ICANN policy specifically mandate that registrants can opt out of marketing use of their data (without giving registrars the discretion to introduce opt-in policies), or should ICANN only specify minimum requirements (so registrars can establish an opt-in policy)? 

Please see previous answer for specifics.

4.
Should there be an analogous provision for non-marketing bulk access?  

Please see our previous response for specifics.

5.
What privacy concerns would be created by that kind of access?  What impact would such a provision have on legitimate non-marketing bulk uses, and why?

Please see our previous responses. Tucows cannot stress strongly enough the need for a market-based approach to solving the particular set of problems presented by Bulk Whois data access.

6.
Should ICANN policy impose a similar provision on bulk access to WHOIS data provided by registrars on a voluntary basis?  Would this be considered within ICANN’s mandate? 

Again, only insofar as such voluntary provision supports the development of a competitive market-based approach to the issues.

� .Biz Registry Agreement, Appendix F, Section 3.3.5
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