Nominet UK

Consultation on Draft Final Report of the Names Council’s WHOIS Task Force

Nominet UK is the ccTLD for .uk domain names.  We were very interested in the results of your survey carried out in relation to the WHOIS and welcome the opportunity to comment on the Draft Final Report.  We felt it may be helpful to set out Nominet’s current policy towards the WHOIS. 

1. Nominet’s current WHOIS

A WHOIS has been available for .uk domain names since Nominet was incorporated in 1996.  From that time the WHOIS has displayed the domain name, registrant name, tag holder name (a tag holder is usually an ISP acting as the registrant’s agent), the date the domain name was registered, the date the domain name record was last updated and the names of the name servers hosting the domain name.  Nominet had always anticipated that the WHOIS would display more contact information for the registrants, and this provision was explicitly included in our terms and conditions with registrants.

It was interesting to note that the dominant use of the WHOIS by the respondents to your survey was for registrant identification purposes.  Nominet have received requests over the years, in particular from intellectual property rights holders, to expand the output of the current WHOIS to include contact details for the registrant. 

Nominet also wish to comply with the practice of other European registries, the World Intellectual Property Organisation’s best practice guidelines for the prevention and resolution of intellectual property disputes and the Council of European National Top-Level Domain Registries policy on providing a comprehensive WHOIS – all of which advocate the display of registrant contact details. 

2. Nominet’s expanded WHOIS

Nominet announced in April 2002 our intention to expand the WHOIS to include the registrant’s name and address, but not their telephone, email or fax details.  The expanded WHOIS would also include the renewal date of the domain name.  Nominet offered to allow registrants to provide third party contact details in place of their own contact details on the expanded WHOIS, for example a PO Box number or the details of their ISP.

We received a number of concerns about privacy issues from the stakeholder community and consulted the Information Commissioner’s office, which is responsible for the regulation of data protection in the United Kingdom, in relation to the concerns raised.  It should be noted that UK data protection laws vary from those in the USA.  As a result of our consultation with the Information Commissioner and the feedback from stakeholders Nominet has amended its policy in relation to the expanded WHOIS in order to provide to registrants who are individuals the option to opt out of having their address displayed on the expanded WHOIS.  Businesses will have their address displayed on the expanded WHOIS.  

3. Nominet’s Response to Possible WHOIS Recommendations from the Names Council Task Force

A. Accuracy of the data contained in the WHOIS database

Nominet UK is not in a position to comment on your suggested proposals that ICANN enforces the existing contractual provisions between ICANN and accredited registrars.  We can, however, provide the following information regarding Nominet’s enforcement mechanisms in relation to inaccurate data:

Nominet’s contract with its registrants puts the registrant under an obligation to maintain and update the information they provide to Nominet, and provides a warranty by the registrant that the details and information they have provided, or will provide, are true and correct, and an indemnity in the event that we receive any claims as a result of the inaccurate data.  Nominet has the ability to cancel or suspend the domain name registration if we receive independent verification that the information provided is grossly inaccurate, unreliable or false.  If Nominet is notified that data may be inaccurate, Nominet will usually try to contact the registrant and if that fails we will suspend the domain name, and if that fails then we will ultimately cancel the registration of the domain name.  We believe this process provides a fair and graduated response.

Although Nominet is keen to ensure that our register contains accurate data, we feel it is the registrant’s obligation to ensure that their data is accurate, and that the expanded WHOIS should help the registrants identify whether their data is accurate or not.  While the majority of updates to the register are carried out by the registrant’s tag holder, Nominet regularly updates the data on our register when notified by a registrant.  In addition, we provide the registrant with a certificate of registration with an attached reply form which we encourage the registrant to return with any amendments if the registrant data on the certificate is inaccurate.

We note that the survey respondents supported the idea of the registry bearing the cost of ensuring that the data was accurate, for example by employing an annual update.  It would be an extremely costly exercise for Nominet to verify the accuracy of the data we hold on each of the 3.5 million domain names on our register, and this cost would ultimately be passed on to the registrant.  We feel that this may be a disproportionate response in light of the small number of experiences with inaccurate data reflected by the survey respondents.

B. Uniformity of data formats and elements across various TLDs and registrars, including ccTLDs

We agree with your view that uniformity across both gTLDs and ccTLDs, although desirable by the survey respondents, may encounter significant hurdles, in particular in relation to varying national data protection laws.  We believe that Nominet’s experience with the expanded WHOIS as set out above illustrates this point.

C. Better searchability of WHOIS database

Where ICANN’s main responsibility with respect to the gTLDs should be to oversee the gTLD registries’ and registrars’ obligations under their respective contracts, each ccTLD is subject to its own Local Internet Community’s policy making function and subject to its national data protection legislation.  Nominet is keen to protect the integrity of its database and we believe that any centralised system would first need to be approved by the relevant country data protection authorities and take account of any existing measures designed to protect registrants’ privacy, for example the individual’s opt out provision.  In addition, we understood that different query methods to allow reverse searches were a specific concern of the data protection authorities in the UK.  We would also be concerned that if the .uk register was part of a centralised WHOIS it would be more vulnerable to users extracting large sections of the register to use for marketing purposes. 

D. Marketing use of WHOIS data; bulk access provisions

Nominet does not currently allow the register to be used for marketing purposes either directly or indirectly by third parties and we support your proposals to provide stronger privacy protection for registrants in this regard.

