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Fact Sheet on Tucows’ Privacy Proposals

What does this concern?

This document describes an effort to change the rules regarding the use of personal information on registrants of domain names. Its purpose is to enable registrants of domain names (the end-users or customers) to keep personal information out of the hands of mass marketers. These proposals do not affect the ability to look up personal information for other purposes, such as for the enforcement of property rights or law enforcement.

Who is involved?

This effort will involve ICANN, the Internet Corporation for Assigned Names and Numbers, registrars of domain names in the .com, .net and .org namespaces, and the Names Council of the Domain Names Supporting Organization (www.dnso.org), which is a supporting organization within the ICANN structure (www.icann.org). It is expected that privacy protection groups will also take an interest in this issue. The proposals emanate from Tucows (www.tucows.com), one of  the world’s largest registrars of domain names.

What are the rules that need to be changed?

These are contained in the Registrar Accreditation Agreement or RAA, which is a set of  rules that each registrar in the .com, .net and .org namespaces must agree to before it can register domain names. The rules are imposed by ICANN.

What is Tucows Proposing?

Tucows is proposing that the ICANN Registrars Accreditation Agreement  (RAA) be changed, in two respects.

First, the privacy of personal data should be the default position. Unless a person makes a positive gesture, the personal data collected by a registrar from a registrant shall remain private with that registrar, for the purposes of mass marketing (bulk access).

Second, the ban on spamming by email should be extended to cover all mass solicitation, be it through faxes or postal mail.

How will this affect Whois look-ups?

It will not. Increasing the privacy of data as regards “bulk access” – that is, public access by outside entities - will not affect the ability of registrars and others to look up data on registrants for the purpose of identifying registered name holders, administrative and technical contacts. The data that the Registrar Accreditation Agreement requires registrars to gather can be made available to other registrars for legitimate registration purposes without being made available for mass marketing.

How will this affect law enforcement and intellectual property?

It will not. The same answer applies as above. The measures proposed affect only the use of the data for “bulk access”. They do not affect the right of IP holders and law enforcement to ascertain the owner, and reach the administrative and technical contacts.

What are Whois Look-ups?

Registrars are obliged to provide a service to other registrars that enable the identification of holders of domain names, and which contains personal data. This is called a Whois service.  Among other things, this data enables registrars to transfer domain names with the permission of the registrant, and to conduct other normal operations suitable to a registrar. 

Why is there not a single central registry of personal data for domain name holders?

With the advent of multiple competitive registrars, there has ceased to be a central repository of all names and addresses of registrants in the .com, .net and .org domains. The RAA attempts to overcome the difficulties created by the lack of a single registry by imposing a common policy and a set of procedures on all registrars in the .com, .net and .org domains. Tucows wants this common policy to be improved

How are Tucows’ proposals different from the current situation?

In the current RAA, a registrar must permit the use of personal data in response to queries for any lawful purposes except to allow or enable mass unsolicited commercial advertising or solicitations via email, or that enable high-volume, automated electronic processes by the registrar itself.

The registrar is also obliged to provide access to third parties to this data for a price not to exceed $10,000 US.

How does Tucows propose that this change be implemented?

Tucows proposes that this change in the RAA be made by a “consensus policy”. This would require 

1) The adoption of the policy by the ICANN Board of Directors;

2) The support of 2/3 of the council of the Domain Name Supporting Organization, and

3) Appropriate supporting documents recording the debate and outreach efforts within and without the DNSO.

Tucows is therefore approaching members of the council of the DNSO and the Board of ICANN soliciting their support. Tucows has also solicited privacy organizations for their support on this matter.

Why is Tucows Doing This?

Registrants have expressed objections that their personal information is sold to mass marketers. Tucows believes that everything that grows Internet usage is good for Tucows. Increasing the confidence of registrants that personal information will not be misused will grow Internet business in general, and ours in particular. Second, privacy is a growing concern of people at this time. Bringing domain name registrations into line with popular concerns for privacy will bring credit to the registration business.

For further information, contact:

Timothy Denton, consultant to Tucows, tmdenton@magma.ca, 613-789-5397

Joanna Becket, Tucows’ manager of public affairs, jbecket@tucows.com, 416-538-5451 _____________

